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Abstract
As the nature of civilization change with the passage of time, both in

social and technological terms, the rules of legislatures must also
change accordingly.” Electronic evidence has embedded deep into
the roots of society. It requires a new corroboration theory for Islamic
law accordingly. As electronic evidence possesses a different nature
than physical evidence. Sometimes it is regarded as documentary
evidence, sometimes as circumstantial evidence and sometimes as
something purely dependent on technical opinion. Previously oral
testimony had prime importance which was replaced with
documentary evidence and now electronic records. These changes
must be incorporated by Islamic law theories as well. In fact, there is
a need to over howl previous principles of Islamic law and replace the
new one’s which are appropriate and not repugnant to philosophy of
Shari‘ah. The present research shall try to slightly contribute to this
important point.

Key words: Documentary evidence, circumstantial evidence,
electronic evidence, expert testimony

1. Introduction

Electronic data and cyber security issues are subject matter of heated debates
worldwide these days. Electronically stored information has embedded deep in
the roots of society. Since most of the information is stored electronically,
including emotions on social media to business records in large data houses. In
fact, most of the institutions are dependent on electronic means. So, institutions
cannot survive even for a few hours without ICT?. Eventually disputes are also
on the rise due to unwarranted use and transfer of electronic information.

Law making institutions throughout the globe have proactively welcomed
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the new cyber revolution by equipping them with updated laws for electronic
evidence. Islamic law perspective, on the other hand, is not that actively
expressed by the Islamic Jurists, so far. There is less research on these issues from
Shari‘ah perspective.

As the whole world has updated their legal systems, in order to
incorporate changes required by the High-Tech revolution. Islamic legal system
needs to incorporate theory based on modern means of proofs. There is no
denying the fact that Islamic law does not provide explicit rules for electronic
evidence. However, it does provide important ‘general principles’ that can be
used to test the standards advocated by modern law with a view to ascertain their
compatibility with Islamic Law.

Hence, present research is aimed at exploring the existing theories of
evidence trying to update them-keeping in view the inevitable changes. And
adding the innovations in Islamic law which are not repugnant to the objectives
of Shari‘ah. This research shall first discuss the definition of electronic evidence
and its different nature. Afterwards role of digital forensic experts in common
law followed by expert testimony and its authentication in classical Islamic courts
shall be discussed. Then documentary evidence and its journey of transition shall
be discussed. Islamic law on documentary evidence shall be discussed to
highlight the need of new corroboration theory. Concept of circumstantial
evidence and changes in the concept shall be briefly discussed in the end.

2. Definition of Electronic Evidence and it’s Different Nature

Electronic evidence can be defined as,

“Any data stored or transmitted using a computer that support or refute
atheory of how an offense occurred or that address critical elements of
the offence such as intent or alibi. The data referred to in this definition
are essentially a combination of numbers that represent information of
various kinds, including text, images, audio and video.”
Electronic evidence can also be defined as; “information and data stored on,
received or transmitted by an electronic device”. 3
Following are the characteristics of electronic evidence;
Hidden nature, for instance, finger prints and DNA etc.
Easily alterable or capable of destruction.
Boundary less or having no jurisdiction.
Time is of essence. *

Above characteristics reveal that the nature of electronic evidence is quite
different from physical evidence. Based on that different classifications of
electronic evidence are made. There are three types, which are made according to
the degree of human participation;

1. Computer Generated Data: This type does not involve human
intervention. Examples are data logs, telephone connections, and ATM
transactions etc. Generally these records do not require testimony. The lawyer
has to establish that the computer program was working properly at that time.®
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Or the system that generated the evidence, generated in the ordinary course of
business and the system can be verified by the one maintain the record.
Computer Stored Data: As the name suggest this type of document involve
those documents which are stored in computer, i.e manually fed data. This
documents includes, the records of activities written by humans. For example,
emails, word processing files and messages. From the evidential point of view, it
would be necessary to establish that the content of the document is a reliable
record of human statement. Here the witness who created the document must
testify about the reliability. Or a person who is custodian of the records may
testify about the authenticity.

Computer Stored and Generated Data: Records consisting of a mix of both
human input and calculations generated and stored by a computer. Example of
this type may be of spread sheet that contain human statements (input to the
spreadsheet program), and computer Processing (mathematical calculations
performed by the spreadsheet program).

Above mentioned types are discussed in, EIf Caledonia Ltd v London
Bridge Engineering Ltd®, as well, where it was rightly pointed out by the judge
that it is not always possible for the person who fed the data in computer to come
and testify. So there should be some limits of such testimonies also.

Apart from the above classifications, nature of electronic evidence is

quite more broad and complicated. In modern legal systems, sometimes
electronic evidence is considered as documentary evidence, while at other as
circumstantial evidence or as real evidence. Whatever the case may be, electronic
evidence are essential for legal trials nowadays and their abundant existence
cannot be ignored.
As far as treatment of electronic evidence as documentary evidence is concerned,
it has almost been unanimously agreed world-wide that electronic evidence is
documentary evidence. Most of the countries around the globe have ratified their
definitions of documentary evidence and included electronic evidence in it. For
instance, UNCITRAL Model law®, Qanun-e-Shahadat Order *° or Uniform Act
of Australia ! etc. Most of the European countries have endorsed in their
legislations that electronic evidence is documentary evidence. 2

As far as the circumstantial nature of electronic evidence is concerned,
there are a large number of judgments and case laws which treat electronic
evidence as circumstantial evidence. Especially, when there is anonymity of
authorship or doubts about the creator of the data, circumstantial evidence plays
important role. 13 Like, when a child was killed in a hot car, Google history played
a vital role to catch the criminal. ** Other cases, among many are, U.S vs.
Simpsons® and Christian Augilar Case'®

Apart from all the above discussion, sometimes electronic evidence
Is considered as something wholly dependent on technical opinion, i.e
expert testimony. So the role of digital forensic experts is essential for
electronic evidence. Based on the above mentioned three attributes of
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electronic evidence, expert testimony, documentary evidence and
circumstantial evidence, stance of common law as well as Islamic law shall
be explored in the above areas, to ponder that whether a new corroboration
theory in Islamic law for electronic evidence is required or not?
3. Role of Digital Forensic Experts in Electronic Evidence
Western law has discussed the criteria of qualification of digital forensic
expert in great detail. It is upon the discretion of the judge to decide whether an
expert opinion is required in a particular case or not and whether the opinion of
the expert is reliable or not? The preliminary question to be decided, in cases of
digital forensic expert is, whether the expert is competent or not? Although it is
expressed by the court that the judge should avoid unnecessary satellite litigation
and exercise the discretion sparingly.
Three things need to be established in these cases;

(i) The field of expertise,

(i) The witness is a qualified expert,

(ili) The matter to which the material relates is not within

ordinary human experience - "common knowledge". '

As stated above, for acquiring witness’s testimony, the judge has to keep in
mind two aspects; whether or not the digital forensic expert carries any special
qualification or experience regarding the subject matter, whether or not his
opinion is acceptable due to some other incentive. An opinion acquired by the
digital forensic expert, who does not have any special experience or knowledge
is a question of weight, not admissibility. *

Knowledge that is taken due to experience at work without special
knowledge is acceptable too. For example, in the case of R v Oakley*®, the opinion
of a police officer was admitted regarding a road accident. The officer had 15
years’ experience in the field of traffic division, who attended and passed a course
as an accident investigator and attended over 400 fatal road traffic accidents.

As far as expert testimony in US legal system is concerned, since 1923,
the role of experts is based on Frye dictum.?® According to this rule, it is the role
of the judge to check whether a scientific position presented before the court is
the accepted position of the relevant scientific community. In 1993, the Daubert
precedent?! replaced the Frye rule. Which stated that following the condition of
“general acceptance” rigidly may come out with odds with the rules meant to
traditional barriers to “opinion testimony”.?? It was observed by the court that
“Frye made “general acceptance” exclusive test for admitting expert scientific
testimony. The court should also make sure that evidence is reliable.

The court further observed that the expert must be proposing to testify to
1) Scientific knowledge that,

2) Will assist the trier of fact to understand or determine a fact in issue.

There are four questions to be answered in order to satisfy the above two
question. The first one is whether that scientific knowledge can be tested. Second

4



MA ‘ARIF-E-ISLAMI, Vol.:19,lIssue:1,January — June,2020

one is that whether the theory has been subject to peer review or publication.
Third most important thing is that with respect to particular scientific technique,
court should know or check the rate of error. Fourth one is whether the theories
are subject to standards governing their application. To check the standardization.
These techniques are suggested by the court in order to prove the reliability of
scientific knowledge.??

At this time, it can be analysed that initially (earlier in 20" century), the
tests for expert testimony were not that many and the opinion was supposed to
have popular position in scientific community. But with the passage of time the
number of tests increased with deep analysis of expert opinion. So the chances of
misguidance from the part of experts became very low. Expert testimony
nowadays is more like a technical opinion which can easily be corroborated by
the court. Similarly, in Islamic law there are two ways of dealing with expert
testimony. One of the group treat it as testimony and other treats it as narration.
In case it is treated as a narration, one opinion is sufficient but if it is treated as a
testimony it should complete number of witnesses like ordinary witnesses and
expert should have just character.

3.1 Expert Testimony in Islamic Courts and Guide lines for Electronic
Evidence

The testimony of expert witnesses has had an important role in Shari‘ah
courts. The rationale behind it is well illustrated by the following Islamic legal
maxim, that is “with respect to each craft, seek the assistance of the best
practitioners of the same craft (ista ‘inii ‘ald kull san‘a bi-salih ahliha).” ** This
maxim is a quotation of a tradition of Prophet (PBUH) in the incident of the
Companion of Prophet, Sa‘d b. Abt Wagas, who got ill and Prophet (PBUH)
came for treatment. The condition of the patient was not good enough and
Prophet (PBUH) realized that some expert needs to examine him. That is why,
he called upon al-Harith b. Khladah from the tribe of Thaqif, who was known as
an expert physician (rajul yutabbib) at that time.?

The basic rule which relates to the accommodation of modern means of
proof, including forensic evidence, is founded in a tradition of Prophet (PBUH),
in which he declared, as part of his universal inauguration of Islamic legal
proceeding, that technical knowledge and human expertise are something other
than revelation. Technical knowledge needs to be proved after proper foundation
of evidence and proof. This can be proved by his famous saying in which he
declared that: "Since | am only a human, like all of you, | might, when litigants
come before me to decide between them, rule in favour of more eloquent of them.
If | thereby transfer to him what is rightfully his brother's, I warn him to take not
that which is not his, or I shall reserve for him a piece of Hell."?®

The reason why experts were indispensable to the judges was that, some
indications (adilla, sg. Dalil) were only known to the experts through professional
experience. Only they could testify as to the existence of things which were
hidden from the layman’s eyes. It is phrased as man lahu al-basar [or al-nazar] fi
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dhalik al-bab, in Islamic law books.?’ For instance, Imam SarakhsT states if a
woman is accused of adultery and she says that she is pregnant. Her testimony
will not be admissible until she is inspected by female experts. Expert testimony
\ZIgould be the basis for delaying her hadd punishment till delivery and lactation.

Similarly, in al-Mabsiit, Imam Sarakhsi?° justifies the recommendation to

judge to consult expert witness, on the general principle given by Quran;
20 Osday ,ujf—,dij-—*\\;t:s

“Ask those who know [ahl al-dhikr] if you do not know”.

Case of electronic evidence lies in the same category. It includes knowledge
beyond understanding of a common man. For that consulting an expert is also
important and comes under the ambit of above mentioned verse.

3.2 Authentication of Expert testimony

Probability of expert testimony is a common problem both in Islamic and
Western law. This problem has been dealt in both legal systems differently.
Islamic law treats it by debating the status of expert testimony. That whether the
expert opinion would be treated as a testimony or a report (khabar)? Western law
on the other hand, has dealt the issue of probability of expert testimony in great
detail. The reason being, that most of the problems lying in it are being
confronted. Electronic evidence and modern means are dealt there on daily basis.

Classical Islamic Jurists debate on whether treating expert testimony as
testimony (Shahadah) or a report (Khabar). If one witness is sufficient, then the
juristic justifications for relaxation of evidentiary requirements should be known.
Numerous examples are discussed in classical Islamic Law, in which the jurists
have differed in opinion as to the requirement of number of witnesses in each
matter.

For instance in the matters related to evaluation of property, value of
damages to both movable and immovable property and rental prices, etc. Ibn
Abidin requires testimony of two expert witness. He is of the view that two
experts from the same field shall report. Imam Sarakhsi is of the opinion that if
the matter pertains to the value of the stolen property, two witnesses are required.
He says that if both the experts differ in their opinion and one says that the amount
is less than nisab of theft i.e. ten dirhams, and the other says it exceeds nisab, then
the hadd punishment for theft will be prevented due of presence of doubt
(shubha).

Imam Malik permits testimony of one witness in matters related to
property. The Maliki jurist Qarafi disagrees with Malik. They are of the view that
assessment is more similar to testimon}/ than transmission. Similar debates are
there in the matters of “divider (qasim)3, physiognomy (qiyafa)*2

Examination of the Islamic law clearly shows that sometimes jurists treat
expert testimony as report and sometimes as witness and require number of
experts explicitly mentioned in Qur’an and Sunnah. Sometimes Prophet
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(Blessings and Peace of Allah be Upon Him) relied on the opinion of one expert.
Like Zaid b. Thabit translated Jewish scriptures for Prophet (Blessings and Peace
of Allah be Upon Him).23 Such cases encourage the jurists to make an opinion
on the expert testimony just like a matter as transmission of Hadith. Which means
one witness is enough.

Following the above facts, it can be analysed that there are two ways of
dealing with expert testimony i.e like a testimony or a narration. It has been
observed above that in US legal system with the expansion of knowledge and
field tried to put a number of tests on expert opinion. Hence, the tests purify the
testimony from doubts. Same is the case with Islamic law, acceptance of
narrations of Prophet (PBUH) were subjected to strict tests in the time of classical
Islamic law. And once the conditions of narrations would apply, conditions of
testimony does not apply.

Here in Islamic law, expert testimony should be subjected to tests of
reliability, just like common law and US. Legal system, then it can be treated as
a narration. . The nature of electronic evidence require that technical opinion
given by digital forensic expert must be based on theories which are accepted in
the relevant field of knowledge and subjected to proof. So, if these conditions are
satisfied, it is not important to have an expert of just character and fulfilling the
number of witnesses is also not very important. Here the theories are important.
The trust of court is not on the character or words of experts rather on theories
presented by him or her.

4. Documentary Evidence (Al-Kitabah)

Throughout the historical periods, societies created their laws and
procedures through which humans could get social validations for their actions.
In the middle ages individual honours and social validations in court of laws were
achieved through oral testimony, who were called in court to testify about the
moral character of a person. In that time oral testimony was considered as the
strongest mean of proof. And the decisions were not based on legality or illegality
or commission or non-commission, of a deed. Accountability was socially
conducted at that time through words of humans.

After centuries, written documents slowly permeated in the society, as
secondary evidence. The text of deeds were testified by human beings. Seals and
signatures on the documents accommodated the oral tradition’s emphasis on the
identity and status of the witness, rather than on the content of the evidence itself.
Formal aspects of the texts like lay out designs, and script-identified the authority
behind the document.®* Nowadays in the modern world trust is far more on
documentary evidence rather than on witnesses. Because witnesses often perjure.
Michael Buckland observed that “modern society seems to have decided that you
can make people honest by requiring enough documentation or at least that you
can make them more accountable”?®
This system took years to accept documentary evidence as primary evidence.
Oral testimony was required to authenticate. Similarly, when electronic records
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were introduced in society, similar doubts and ambivalence about the reliability
of such records were there. Hugh Tylor observed proliferation of electronic
records and communication as “post literate” era, where high-speed linkages will
foster modes of communication analogous to those of oral cultures.

Initially paper based documents were accepted by law with difficulty.
Then photo copies and microfilm were introduced. Tylor observed in this regard
that “new medium is deeply distrusted until it becomes established and takes on
a life of its own™*" initially photocopies were considered as secondary evidence.
But later it was accepted in different laws that photocopies taken out “in the
regular course of business” shall be admissible. * Same rule was applied to
microfilms. Perhaps on of the common test for admissibility of latest types of
electronic records is “generated in the regular course of business” and
“dependable system”. That means a system which is carefully monitored and
which can be verified by the program manager. *°

So the system of dealing with documentary evidence, in common law,
has changed with the passage of time. Because these changes were inevitable and
could not be avoided. Electronic records if authenticated properly are admissible
through out the world.
4.1 Documentary Evidence in Islamic law

There is a significant position of documentary evidence in Islamic law.

Qur’an itself orders to write down the transaction or any debt which is to be
returned. Qur’an explicitly states in Surah al-Baqgarah “O ye who believe! When
ye deal with each other, in transactions involving future obligations in a fixed
period of time, reduce them to writing let a scribe write down faithfully as
between the parties.”*® The verse is implying that the parties must put debt
transactions in writing. The transactions and debts concluded electronically
should also be archived and data must be properly saved, in order to keep a record
as per commandments of Qur’an.

Similarly, large number of narrations of Prophet (Blessings and Peace of
Allah be Upon Him)’s established the precedent, regarding the orders about
drafting legal documents and their enforceability in the court of law. For instance,
Prophet (Blessings and Peace of Allah be Upon Him) ordered his companion ‘Ali
to draw up a document in his name at Hudaibiyah.** Another example is of
Prophet Muhammad (Blessings and Peace of Allah be Upon Him) when he
bought a slave from the companion and drafted written document. He
commanded his representatives to draft documents.*?
4.2 Authentication of Documentary Evidence in Islamic Law

Acceptability of documentary evidence in Islamic law is not absolute. The

Holy Book itself guides further about the criteria of admissibility. Qur’an
explicitly states that “And bring to witness two just men from among you and
establish the testimony”.*® After ordering to write down the debt, the same verse
necessitates oral testimony of upright witnesses on transactions, in order to prove
the authenticity and reliability in case of dispute.
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Islamic law also relied on oral testimony. Purgation and presence of
specific number of witnesses assigned for each matter, whether civil** or
criminal®, has prime importance in the light of Qur’an and Sunnah. It is to be
noted that Islamic law emphasized on authentication of witnesses through
purgation®® and proper screening was made sure. According to Imam Sarakhsi,
the statement of just and probable witness (shahid Adil) is the only source of
authentic evidence. 4’ Because at that time the character and words of a person
was the only source of authentication. But this rule would change with the
passage of time. As nowadays humans are not as pious and truthful as they were
and secondly there are other means which can corroborate the statements of
humans. So in other words, statements of humans can be double checked with
technological means. For instance, if a person is saying that he did not send
money to the terrorist groups and his bank statement is saying otherwise, it will
not be easy for him to deny his bank statement. Then his statement will be
corroborated by other means. Like his call records, laptop data or even the
confession etc.

In classical Islamic courts, system of relying on oral testimony was going
side by side with documentary evidence. In fact, documentary evidences excelled
more in classical courts. There is a vast literature on documentary evidence which
flourished with the passage of time.*® It was reported that, there was a body of
persons in courts who played a vital role in helping Qadi and in furnishing proofs
of proceedings. All the proceedings of the court were recorded by the
administrative staff. The records reserved with the name of these accredited
persons were reliable proof as documentary evidence.*°

According to Hanafi school of thought written evidence is admissible
without oral testimony, if there are absolutely no possibilities of falsification of
documents and has been preserved in archives of courts. For example, the
Mahadir or the minutes of the court are admissible evidence, according to them.*
Thus, it became a common practice to draw up such documents before Qadi and
deposit them back in the courts archives for safekeeping.®! Such documents were
used for legal as well as other assistance and were used without witness. The
reason is the fool proof chain of custody of those documents. This approach can
be followed more practically in case of electronic evidence. | there is surety about
the safe custody or reliable business record. It can be admissible as well.

Hence, the documents free form all errors were compiled and archived in
courts. There was a proper system of archiving public documents in the registers
of judges and were placed in cabinets of the courts. Such documents were
consulted in the time of need as a source of law and were considered a reliable
source because the chain of custody was fool proof. Now a days if the mode is
electronic place of archival is computer derives or hard disks. There is nothing
wrong with it, as long as the documents are authentic. The authentication
techniques may vary due to change of mode. But admissibility is not doubtful.

The above court practices from the history show that documentary evidence
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had had a vital place in Islamic law of evidence. There is no doubt that Islamic
law of evidence is incomplete without documentary evidence. The point evident
from the historical facts is that the focus or wisdom of Islamic law of evidence
like other laws is to get an authentic and fool proof evidence. Whether it be
coming from just (Adil) witnesses or judge’s register i.e., self-authenticating
public documents or from electronic records. So now in Islamic law there is a
dire need to upgrade its corroboration theory according to the current changes
approaching in the form of high-tech revolution.

4.3 Application of Islamic Principles of Documentary Evidence on
Electronic Evidence

The above-mentioned principles about the admissibility of documentary
evidence would be applicable to electronic documents as well. Thus, computer
generated evidence would be deemed admissible if the following two tests are
applied to it;

1. If the system is generating the evidence “in the ordinary course of
business” and

2. The system is “dependable” i.e it can be verified by the program
manager.

It has been decided by the legal experts that the system is considered reliable
if the business is relying on it in the ordinary course of business.>?

4. Circumstantial Evidence (Qarinah)

The word garinah literally means “association, linkage, affiliation or genuine
evidence”. The technical definition in Islamic law is, “some set of information or
facts which demonstrate the presence or non-presence of a thing (fact). The
evidences of fact must be likely to be proved in the court.”®® It is also defined as,
“any signs and indications which show the existence or non-existence of a fact in
issue (the thing claimed)”.>

Proving or disproving a fact with the help of Qarinah is endorsed by the
Qur'an®, Sunnah,® and precedent of Companions of Prophet (PBUH)>’.
Among the greatest suporters of qarina in Islamic law was Ibn Qayim. He said
that "Whosoever refuses to apply al-° Amarat and al-°Alamat (qarina) in Islamic
law, verily, he has destroyed many rules and had neglected many rights.” *8

These days meaning of circumstantial evidence has expanded to new
technological pieces of evidence as well. Prof. Anwarullah, one of the modern
writer on Islamic law treats a number of forensic processes as garina. Like
evidence collected through autopsy, or blood stains, finger prints, footprints,
marks of injury or violence on private parts, or presence of incriminating objects,
like the weapon of the offence, and tire and radiator marks on the body of victim
in case of accident.®® ’Ibn Qayim al-Jawziyyah and ’Ibn Farhun supported
admissibility of circumstantial evidence. Ibn Qayim stated in his book that
“physical indicators are stronger evidence than the testimony of witnesses,
because they do not lie. Expert witnesses, by knowing how to interpret physical
indicators, or how to interpret the language of things, become indispensable aids
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to judges”.%

4.1 Electronic Evidence

Just like other pieces of evidence, concept of circumstantial evidence has
changed and broadened and now includes a number of electronic evidence init.
For instance, call records of a kidnapper before and after crime shall be a
circumstantial evidence. or bank statements of accused or emails, computer and
mobile history are the strongest circumstantial evidence to trace a crime.

Such electronic evidence are of immense importance for the investigation
officers. Because these proofs lead to other culprits and usually confession of the
accused. Because a person cannot deny history of his computer or mobile.
Similarly, proofs like, DNA test, finger prints, call records, text messages (record
of the numbers and timings and on which texts are sent). These are the proofs
which cannot be denied by the criminals themselves unless backed by a very
strong evidence. These are admissible in court by all means subject to the tests of
reliability and authentication. The way Islamic law used circumstantial evidence.
These new modern means are acceptable in Islamic law.

5. Conclusion

The life of law changes with the change occurring in society. In history those
rules and procedures could not survive which could not equip themselves with
the latest trends of time. Same is the case of cultures and languages. According
to modern trends whole world has updated their legal systems. Otherwise updated
legal system is a great hindrance to the development of nations.

Rules of evidence has changed and has incorporated latest means of proof in
it. similarly rules of expert testimony changed. Now the role of digital forensic
experts is essential in the cases involving electronic evidence. Their duty starts
when the electronic system is showing some errors. However, expert testimony
is not accepted unconditionally by courts in common law and Islamic law.
Theories presented by the experts are corroborated by the judge. Expert opinion
in Islamic law was considered as a testimony and sometimes as a report. But now
a days keeping in the developments of electronic evidence in mind. Their role
should be of a report. Rather than of a testimony.

Western law deals with expert testimony for electronic evidence in great
detail than Islamic law. The reason behind is change in time. Classical Islamic
law did not confront with such issues. But the principles for admissibility of
expert testimony in Western law explained above does not have anything
inconsistent with Islamic law. The reason being evidence is a procedural law and
not a matter of ‘Ibadah (ritual). It only tells how to cater proofs for any disputes.
The underlying philosophy of both the legal system in evidence is the same, to
get reliable and authentic evidence. The methods may vary but end results are the
same. Thus as far as such methods pertaining to modern technology have never
been refused by the Prophet (Blessings of Allah and Peace be Upon Him) and his
Righteous Caliphs, thus admissible in Islamic law as well.

As far as documentary evidence is concerned, in classical period when
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evidence was physical, the stress was on credibility of paper or person. It required
that document should not be forged, and purgation of witness was made sure as
the credibility of document or evidence was based on oral testimony. Case is
different in electronic evidence, since the mode is virtual, so the focus is placed
on reliability of system. The system that generates the evidence must be reliable
or trust worthy. Computer auto-generated evidence is considered authentic and
does not need signatures if the system from which it is generated is trust worthy.
System is considered as reliable used during the ordinary course of business. In
such types of evidence witness is not required. In case of computer stored
evidence testimony is required for the part, which is fed by human being.

Purpose of both Islamic and Western law of evidence is same, that is, to get
authentic evidence. Being sure about doubt less evidence does not depend on
paper or human being only. If that surety comes from electronic evidence, then it
is admissible. Reliability of evidence which are electronically generated depends
on reliable system. Such evidence is admissible without oral testimony. On the
other hand, the documents in which data is stored by human beings is testified by
the person who fed the data or through someone who has the knowledge of how
the data is stored and kept.

Documentary evidence were admitted in classical courts and were
considered as reliable. These were documents saved in archives of courts, like
Mahdir and Sijilat. While the private documents were admissible subject to oral
testimony of accredited witnesses. It is the time to overhaul the rules of evidence
in Islamic law and incorporate a new corroboration theory in it.

Circumstantial evidence plays a vital role in proving electronic evidence. If
the circumstantial evidence is strong one like, call records, bank statements,
finger prints or DNA. They are admissible. Such proofs are circumstantial
evidences in nature as stated by Ibn Qayyim, al-Jatiziah in his book “Al-Turug
al-Hukmiyyah fi al-Siyasah al-Shar ‘iyyah.
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